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ITIL operations in one view: from alert to decision
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The problem in day-to-day operations

G No prioritised view e Change friction
Every morning starts with Approvals take long, conflicts
searching many tools. surface late.

0 Providers without ° Recovery unproven
evidence
SLA talks without your own Backups without a restore test.

numbers and proof.

Source: desk research at vendor level (docs/itsm-research.md), not yet validated with practitioners
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e Broken learning loop

Recurring incidents never really
get fixed.

° Reporting toil

The monthly report costs hours of
manual work.



The idea: one loop with rules as guardrails

22 rules

R-01 to R-22

SLA / Provider

Release
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Prioritised, not searched

One list, "Handlungsbedarf": what to do today, with the rule
behind it.

Rules, not gut feeling

The logic is deterministic and tested, not estimated.

Provable

Every change writes an immutable audit entry (R-15).



Overview: what needs doing today

@ Ops Control Center DE m Role Serviceowner v~  © Dark

® Action list sorted by severity, every row with its
rule ID

Overview  Incidents  Problems  Changes Backup Providers Report  Settings

Overview

o Four key ﬁgures: open P]_/Pz’ MTTR’ SLA SINCE THE LAST WORKING EVENING since Thu 0810. 18:00 UTC

New incidents (3):( ING-0001 P1- ERP Platform ) (INC-0009 P2 - M365 Messaging ) INC-0011 P3 - Data Platform
.
CO m pl I a nce 9 resto re teStS Failed backups (1): File server volumes

Implemented (1): CHG-0002

® Incident board and service health with error 2 10 h 96 % 1
Open P1/P2 MTTR (30 d) SLA compliance Overdue restore tests
budget (R-13) \ ) \

ACTION NEEDED 20

. . . . . r-1z  Backup RPO breached: Dateiserver Volumes
® Since the last working evening: new incidents,
fa i Ied baCkU pS, i m p I em ented Ch a nges R-7 z::r;-j::;:l:a::yr:view overdue: INC-0008 - File server: volume offline

r-0z SLA breached: Nightly ETL run ahorted
INC-0011 - Data Platform - P3

I r-13  Error budget exhausted: ERP Platform - freeze non-urgent changes
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Incidents: guardrails when resolving

@ Ops Control Center DE m Role Serviceowner v~  © Dark

® SLA clocks and escalation L1 to L3 (R-02, R-03)

Overview Incidents Problems  Changes Backup  Providers Report  Settings

< Incidents
® P1/P2 cannot be closed without cause and INC-0001 - ERP: order booking unavailable o
aCﬁonS (R'Ol) ERP Platform Performance Inprogress  L1Operator Assigned to: Operator A
Audit (1)
® Blast radius over dependencies, suspect change Response (302 00 % g Resobaion -0

(R-10)

Dependent services (blast radius): Fleet Maintenance System

() Status message for P1/P2 at the pUSh Of a ‘\ASuspectchange (R-10): CHG-0002 - ERP: database index rebuild ‘
button, post-incident review (R-17) Gauss e 1) Aetons (e, -0

Escalate Resolve
4 =

Draft status update
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Changes: risk, approval, rollback

® Rollback plan and test evidence are mandatory
(R-05)

® Risk calculated live (R-06), approvals by role (R-
07)

® Freeze on an open P1 (R-08), conflicts between
changes (R-09)

® Free maintenance window suggested, standard
change fast path (R-19)
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@ Ops Control Center

Overview  Incidents Problems  Changes Backup Providers
Title Service Type
[ Clean up firewall rules ] Data Platform ~ MNormal
End
mm/dd/yyyy, --:-- -- =]
Duration (min)
120 Suggest a free window

Rollback plan
R-05

Test evidence
R-05

Risk {live) r-06 : (High - Score 8 )

Report

-

Settings

Impact (1-3)

3

-

DE m Role  Service owner v @ Dark

RS9 Calendar

Likelihood (1-3) Start

2

v | mmjdd/yyyy, =-:== == o



Backup and provider: evidence, not gut feeling

@ Ops Control Center

Overview Incidents  Problems

Backup

ERP database (0x)
ERP Platform

Last successful backup | R-1z
——

Last restore time

25 min old (RPO 1 h)

95 min of 120 min RTO

Last restore test -1 40 d ago
Last run Successful - 100 GB

» Recent tests (1)

Log restore test

Integration Hub configuration (0x)
Integration Hub

Last successful backup | R-12

—

Last restore time
——

Last restore test R-11. 20 d ago
Last run Successful - 100 GB

» Recent tests (1)

L mm cmnbarn bnnt

Backup

® |ogarestore test:

2 hold (RPO 12 h)

25 min of 60 min RTO

Backup  Providers Report  Settings

File server volumes ( RPO/RTO

File Services

Last successful backup  R-12 1d 6 hold (RPO 1d)

DE m Role Serviceowner v  { Dark

Data lake snapshots (0x)
Data Platform

Last successful backup R-12 8 hold (RPC 1d)

((RPO breached [R-12) D]

Last restore time 180 min of 240 min RTO

Last restore test R-11 110 d ago (overdue (R-11))
Last run Failed - 100 GB

» Recent tests (1)

Log restore test

Fleet Maintenance DB (Rro/RTO
Fleet Maintenance System

Last successful backup  R-12 3 hold (RPO 4 h)

Last restore time 200 min of 180 min RTO

(RTC exceeded )

Last restore test R-11 80 d ago
Last run Successful - 100 GB

» Recent tests (1)

Last restore time 310 min of 480 min RTO

Last restore test r-11 60 d ago
Last run Successful - 100 GB

» Recent tests (1)

Log restore test

@ Ops Control Center

Overview Incidents  Problems

Providers

Period: last 30 days

Changes

Backup  Providers  Report  Settings

CloudHost GmbH (SLA breach (R-14)
ERP Platform, Data Platform
Availability 99.82 %
(Contract: 99.9 %)
Response time (avg) 24 min
(Contract: 30 min)
Resolution time (avg) 6.5h
(Contract: 8 h)

Tickets 14
Generate servi eview agenda
Enter KPIs

Netzwerk Partner AG (Contract met )
Network Services
Availability 99.97 %

(Contract: 99.95 %)

Response time (avg) 12 min
(Contract: 15 min)

Resolution time (avg) 3.1h
(Contract: 4 h)
Tickets 6

Generate service-review agenda

Enter KPls

Provider

a backup only counts once it is recoverable (R-11, R-12)

® Provider KPIs against the contract (R-14), service-review agenda with evidence

® The service-credit deadline runs along (R-21)
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Sample data - concept prototype

DE m Role Service owner v

C

Dark

Waggon Software Support (SLA breach (R-14)
Fleet Maintenance System, Integration Hub
Availability 99.1%

(Contract: 99.5 %)
Response time (avg) 75 min

(Contract: 60 min)

(R12)
Resolution time (avg) 30 h

(Contract: 24 h)

Tickets 9

Generate ser

Enter KPls




Learning loop and reports

@ 0Ops Control Center DE m Role Serviceowner v  { Dark @ Ops Control Center DE m Role Serviceowner v  { Dark
Overview Incidents Problems Changes Backup  Providers Report  Settings Overview Incidents  Problems Changes Backup Providers Report  Settings

Problems Report

PROBLEM CANDIDATES (R-04) TRENDS versus the 30 days before

| G o 25 10h 96 %

| Integration Hub - Timeout Incidents (30 d) MTTR SLA compliance

| 4 similar incidents in 30 days +25% -44 % +Mpt
i INC-0002, INC-0003, INC-0004, INC-0005
Problem title Incidents per week (13 weeks, red = P1/P2)

Integration Hub: Timeout

Open as problem Dismiss i I I I I
- i I N I

PROBLEM REGISTER

» Weekly table

PRB-0001 ((Known error ) PRB-0002 ((Analysis
= ; Change per service (30 d versus previous period|
File server: recurring storage shortages ERP: performance drops under peak load 9ep ( P P )
" " A Data Platform: 2 » 3 A ERP Platform: 2 » 3 A M365 Messaging: 2 +3 A Network Services: 2 > 3 A Customer Portal: 1 2 = File Services: 4 - 4

Root-cause hypothesis Missing quotas on project drives Root-cause hypothesis Outdated indexes and long locks
Workaround Temporary cleanup and volume during month-end jobs « Fleet Maintenance System: 2 > 2+ Integration Hub: 5 > 5

FHIRTRIGICON IUest Weor kapaund H5 Workarund yel Generated from the current data of the last 30 days - ready to copy into an e-mail or document.
Incidents INC-00086, INC-0007, INC-0008, Incidents INC-0001, INC-0017, INC-0037

INC-0030, INC-0031, INC-0032 Fix change chg-2 Service report 2026-09-09 to 2026-10-09
Fix change = ERP Platform - Recurrences (30 d): 2
Filn Enminnn Dantmeannnn 150 A1 3 Wnnum areas fan 70 1. Key fiqures

® Problem candidates from recurring incidents (R-04), known error with workaround
® Monthly report and trends at the push of a button, ready to copy

® Decisions are suggested, never executed automatically
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Sources: data arrives by itself

@ Ops Control Center DE m Role Serviceowner v  { Dark

® Jira live: polled every minute, edits are followed, link
back to the ticket

Overview Incidents  Problems  Changes  Backup Providers  Report  Settings

Settings

® Azure Monitor, M365, Azure Backup, provider CONNECTIONS . -
Replay feeds sample payloads through the same pipeline as real webhooks — no network. Replaying again is idempotent.
reports (sample data in replay mode)

azure-backup (inactive [no secret) ) azure-monitor (nactive (na secret) ) backup (inactive {no secret) )

01-fileserver-success  Replay 01-erp-outage-fired Replay 01-erp-success Replay

. Webhook for backup results With a Script for the 02-erp-failed Replay 02-erp-outage-resclved  Replay 02-files-failed Replay

Replay all 03-hub-timeout-freight  Replay Replay all

Wi n d OWS Se rve r 04-hub-timeout-wagon  Replay

05-hub-timeout-queue  Replay

06-files-disk-fired Replay

® Unknown signals wait in a mapping queue (R-22)

07-files-disk-resolved | Replay

08-unmapped-lab  Replay
Replay all

. o e o p— T i p— s |
generic (secretset ) jira (nactive (replay) ) m365-health (inactive [no secret) )
Live mode: set OCC_JIRA_URL, OCC_JIRA_EMAIL and

01-menitering-switch | Replay 01-exchange-delayed-delivery | Replay
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ITIL practice and what the tool enforces

ITIL practice Guardrail in the tool _

R-01 to R-03

Incident Management

Problem Management

Change Enablement

Service Level Management

Supplier Management

Service Continuity

Continual Improvement

SLA clocks, escalation, mandatory fields on close

Candidates, known error with workaround, age

Rollback, risk, approvals, freeze, conflicts, fast path

Error budget against SLO, SLA warnings

Contract KPlIs, review agenda, service-credit deadline

RPO/RTO, restore tests

Post-incident review, trends, monthly report
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R-04, R-20

R-05 to R-09, R-19

R-02, R-13

R-14, R-21

R-11, R-12

R-17

10



Honest status

Verified Limits

® 424 automated tests, 11 browser tests including ® Concept prototype on sample data, not a
accessibility (WCAG 2.1 AA) production system

® Jira connection verified live with demo tickets ® Other sources run in replay mode; no MFA

® Windows operation prepared, not yet tested on a
® Login, audit log, access protection per the security real server

baseline

Next: run on an own server, more sources live, conversations with practitioners
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